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Abstract The Internet of Things (IoT) is a new paradigm for connecting various heterogeneous networks.cognitive
radio (CR) adopts cooperative spectrum sensing (CSS) to realize the secondary utilization of idle spectrum by
unauthorized IoT devices,so that IoT objects can effectively use spectrum resources.However, the abnormal IoT
devices in the cognitive Internet of Things will disrupt the CSS process. For this attack, we propose a spectrum
sensing strategy based on the weighted combining of the Hidden Markov Model. In this method, Hidden Markov
Model is used to detect the probability of malicious attack of each node and report it to the fusion center (FC). FC
allocates a reasonable weight value according to the evaluation of the submitted observation results to improve the
accuracy of the sensing results.Simulation results show that the detection performance of spectrum sensing data
forgery(SSDF) attack in cognitive Internet of Things is better than that of K rank criterion in hard combining.
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1 Introduction

The IoT can be defined as a network composed of in-
terconnected objects and people who provide services.
They share data to complete tasks in various applica-
tions [1].The IoT realizes the interconnection between
various devices, including computers, sensors, house-
hold appliances, phones, personal devices, business de-
vices, and any device that can connect to the network
and communicate with other devices.With the develop-
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ment of technology and the increase in market demand,
the number of IoT connected devices has achieved ex-
plosive growth. It is expected that sensors will be at-
tached to all objects around us in the future.In order to
manage a large number of devices in the IoT, context-
aware methods are used to analyze the incoming data
from sensors, and context-awareness plays a key role
in data processing [2].However, the context-awareness
method in the IoT only processes the incoming data, re-
duces unnecessary data entering the network, and does
not really solve the network congestion problem caused
by a large number of devices in the IoT.At present,
our IoT devices have a high usage rate in unlicensed
frequency bands, but the licensed frequency bands are
not fully utilized. Therefore, the static allocation and
management of spectrum resources cannot effectively
meet the needs of these IoT devices and application-
s.The dynamic spectrum allocation method in cogni-
tive radio can effectively overcome the shortcomings
of the traditional static spectrum allocation method
and alleviate the current situation of spectrum resource
shortage|[3, 4]. Through collaborative spectrum sharing,
unlicensed IoT devices can access the licensed spectrum
band without interfering with the primary user (PU),



which effectively improves the spectrum utilization of
the IoT network [5].

Literature [6] proposed a new concept of cognitive
Internet of Things (CIoT). CIoT is an IoT with cog-
nitive and cooperative mechanisms. Integrating these
mechanisms can improve performance and complete in-
telligent services. CloT gives the current high-level in-
telligent ”brain” of the current IoT, thinking and un-
derstanding the material and social world, so that it
can analyze the current network conditions that it per-
ceives, and make intelligent decisions to maximize net-
work performance [7].While proposing the concept of
the cognitive Internet of Things, a CloT architecture
was developed, combining the scalability of IoT with
cognitive computing tools, and integrating knowledge
models and self-learning information into the platfor-
m. The proposed architecture solves the problem of the
lack of large-scale applications of CIoT [8].On this basis,
we combine cognitive radio with the IoT based on the
cognitive function of the IoT, and use CRN to estab-
lish an IoT intelligent network to solve the problem of
scarcity of the IoT spectrum.The CR technology merges
with the IoT and is called the cognitive radio Internet
of Things (CRIoT) [9]. The combination of cognitive
radio and the IoT enables IoT devices to perceive the
spectrum resources that are not fully utilized by the
primary user.

The first consideration in integrating CR technolo-
gy into the IoT is the security issues in the IoT. The
heterogeneity and complexity of the IoT make it more
difficult to deal with the security of the IoT[10].There
is usually a three-tier architecture in the IoT, and we
implement different security principles in each layer to
ensure the security of the IoT.Only by solving the se-
curity issues related to it, can the future of the IoT
framework be ensured [11].In the IoT, threats such as
sensitive information leakage, denial of service attacks,
and unauthorized network access are all attack methods
that undermine the security of the IoT [12].These com-
mon attacks have been studied. Zhen Li, Tao Jing and
others used physical layer methods to solve the securi-
ty problems in CloT networks based on dynamic spec-
trum allocation, and proposed the use of cooperative
interference to achieve secure transmission [13].Pin-Yu
Chen et al. adopted a security availability and quality-
aware channel allocation method for channel allocation
under interference attacks in IoT-based cognitive ra-
dio networks with time-sensitive services [14].Xiaofan
He et al. proposed a synchronous Q learning algorithm
based on wideband spectrum sensing and greedy strat-
egy to actively avoid channel interference [15].Khaled
Mohammed Saifuddin et al. proposed a fusion-based
defense mechanism for the damage caused by intention-

al attacks on the IoT infrastructure under the complex
network structure, and introduced a game method be-
tween the opponent and the defender, using the game
equilibrium the results to evaluate the effectiveness of
defense mechanism [16].

Although the security of the IoT has been extensive-
ly discussed and resolved, some problems in the secu-
rity of spectrum sensing still need further research.One
of the main requirements of CRIoT security is to en-
sure that the PU is not interfered by cognitive user-
s and can obtain data at any time.In CRIoT, due to
the path shadow and fading in the spectrum sensing
process, the local spectrum sensing performed by a sin-
gle ToT device is usually inaccurate.Compared with the
traditional single-node spectrum sensing method, CSS
can reduce the influence of channel fading and shad-
ow on the accuracy of data fusion to a certain extent.
After the IoT device senses the data, it can make the
judgment whether the PU occupies the current frequen-
cy band by itself and also can share information with
other IoT devices to complete the judgment together
or FC collects the perception data of each IoT device
and uses certain data fusion rules to complete the final
decision.However, the CSS mechanism provides an op-
portunity for malicious IoT Devices (MIDs) to launch
attacks. primary user emulation(PUE) attacks and SS-
DF attacks are two common types of attacks. PUE at-
tacks are mainly MIDs by acquiring PU-related charac-
teristics and disguising them as PU, destroying the sys-
tem environment [17].SSDF attack is also called Byzan-
tine attack. This attack is MIDs tampering with local
sensing data and affecting FC’s final decision [18].There
are two main purposes for MIDs to launch Byzantine
attacks. One is to monopolize the entire channel and
maximize benefits. When the PU does not occupy the
authorized spectrum, the MIDs will signal the PU occu-
pancy of the authorized spectrum to other IoT devices,
so that other devices cannot intervene in the authorized
spectrum. The second is to interfere with the transmis-
sion of the PU and destroy the performance of the entire
network. When the PU occupies the authorized spec-
trum, MIDs signal that the authorized spectrum is idle
to other IoT devices, causing a large number of devices
to intervene in the authorized spectrum, leading to sys-
tem chaos. Therefore, in either case, the damage to the
normal operation of the network is serious.

On this basis, we propose a weighted combining at-
tack detection method based on Hidden Markov Mod-
el. This method can use the channel state sensed by
previous IoT devices as a data set to calculate normal
IoT devices (NIDs) and probabilistic models of various
attackers, and the FC evaluates the submitted observa-



tion results and assigns reasonable weight values, and
finally makes a global decision.

The following are the major contributions of this
paper:
e This article describes a method for discovering and
detecting malicious IoT devices in the cognitive IoT.
e Proposed a weighted combining scheme based on Hid-
den Markov Model to discover malicious attack devices
in CRIOT, so that the final decision made by FC has
high accuracy.
e Use Hidden Markov Model to determine the size of the
weight, and it has a higher detection rate when there
are more malicious devices.
e The weighted combining scheme greatly reduces the
inaccuracy of a single node’s perception.
e The improvement of the detection rate of MIDs im-
proves the overall spectrum utilization efficiency.

Rest of the paper is organized as follows: Section
2 introduces related work. Section 3 describes the sys-
tem model. Section 4 describes the model of resisting
SSDF attacks based on the hidden Markov model. In
Section 5, experimental simulations are carried out and
the results are analyzed. Section 6 concludes the paper.

2 Related works

At present, a lot of research work has been done on SS-
DF attack. The common ways of SSDF attack are collu-
sive attack and independent attack. In collusive attacks,
malicious users conspire together to attack and degrade
CSS performance[19]. For collusive attacks, Fan Jin et
al. proposed a detection strategy based on Eclat algo-
rithm to detect collusive malicious nodes [20] . Such-
mita Bhattacharjee et al. studied the design of collu-
sive nodes in cooperative spectrum sensing and found
that the performance degradation of collusive attack-
s is more severe than that of independent attacks[21].
Jingyu Feng et al. propose a two-level defense called
FeedGuard to defend against such attacks, which can
be used to improve cognitive trust assessments and re-
duce the perceived trust of CFF attackers[22].

In the independent attack, the malicious user will
launch the attack independently without collusion with
other users, this kind of attack is quite common, this pa-
per studies the independent attack in the SSDF attack.
At present, many schemes based on reputation mecha-
nism are used to detect independent attacks. Tao Qin
and his colleagues propose a trust-aware hybrid spec-
trum sensing scheme, which can detect the behavior of
secondary users and filter their reported spectrum sens-
ing results from the decision-making process[23]. Fang

Ye and others put forward a comprehensive reputation-
based security mechanism. According to SU’s current
and historical perception behavior, the reliability of SU
in cooperative perception is measured by comprehen-
sive reputation value, and a penalty strategy is pro-
posed to modify reputation[24].Ming Zhou and others
proposed a cooperative spectrum sensing scheme based
on CRN Bayesian Reputation Model. The key idea is
to treat cooperation as a service evaluation process,
and SU’s reputation reflects their quality of service[25].
M. Yul. Morozov et al. used combinatorial method-
s to mitigate the SSDF attacks, first using a reputa-
tion method to isolate the initially untrusted nodes,
and then using a special g-out-of-m fusion rule to miti-
gate the residual attacks[26]. In addition to reputation-
based schemes, a number of other algorithms have been
incorporated into some countermeasures against SSD-
F attacks. Muhammad Sajjad Khan et al proposed a
soft decision fusion scheme based on genetic algorith-
m to determine the optimal coefficient vector of mul-
tiple secondary user sensor reports[27]. Wangjam Ni-
ranjan Singh et al. proposed a distance-based outlier
detection method to detect and isolate such malicious
users on FC[28]. Zhixu Cheng et al have studied the de-
tection of interactive M-ary quantization data against
SSDF attacks in CSS networks, and proposed an in-
teractive detection algorithm[29]. Amrapali Shivajirao
Chavan et al. designed a situational awareness frame-
work for distributed systems and mobile cognitive ra-
dio ad hoc networks to help prevent persistent SSDF
attack [30]. Based on the Markov model, Xiaofan He
et al have developed a new malicious user detection
method using two proposed conditional frequency check
statistics to improve the cooperative spectrum sensing
performance [31]. Roshni Rajkumari et al proposed a
method to detect SSDF attacks based on dissimilari-
ty scores. SU calculates the dissimilarity scores of his
neighbors based on the messages he receives from his
h-hop neighbors[32]. Zeng Kun et al. proposed a simple
robust secure cooperative SS scheme to counter SSDF
attacks in the case of hard decision combination. In this
approach, only binary decisions from the report OSA n-
ode are required to significantly reduce the overhead of
the control channel[33]. In order to resist SSDF attack-
s, Yuanhua Fu, Zhiming He and others proposed a low
complexity confidence weighted CSS scheme based on
entropy, the scheme evaluates the weight of each sen-
sor node according to the inconsistent characteristics of
the data received by the FC in two continuous sensing
slots[34]. Ye Fang and others proposed an algorithm
based on evidence theory and fuzzy entropy to resist
the attack of SSDF. In this algorithm, the membership
function and the basic probability distribution function



are obtained for the secondary users based on the local
energy detection results. According to the distance of
evidence and the classical conflict coefficient, the new
conflict coefficient is calculated, and the conflict weight
of evidence is obtained. The fuzzy weight is calculat-
ed by fuzzy entropy, and the weight of credibility is
obtained by updating credibility [35]. Our scheme also
uses a weighted fusion approach, the difference is that
we use Hidden Markov Model to determine the weight
of nodes. Changlong Chen, Min Song et al used a decen-
tralized scheme to detect malicious users in cooperative
spectrum sensing, and used the spatial correlation of
received signal intensity between closely adjacent sec-
ondary users, and based on Robustness’s outlier detec-
tion technique[36].

Machine learning methods such as SVM, neural net-
work, Naive Bayes and Ensemble classifier are also wide-
ly used to detect SSDF attacks in CRN[37]. Sarmah R
et al developed a sliding window trust model based on
Bayesian inference to identify and eliminate indepen-
dent cooperative SSDF attackers[38]. Muhammad Saj-
jad Khan and others proposed a support vector machine
machine learning algorithm to classify normal users and
malicious users in the network [39].

However, the above work does not solve the situa-
tion where there are many malicious devices in the cog-
nitive Internet of Things. The weight value obtained by
our proposed method using the Hidden Markov Model
is more accurate and can well find a large number of
malicious attacks in CRIoT. Equipment, the final deci-
sion made by FC has a high accuracy rate.

3 System Model
3.1 Spectrum-aware model

CRIOT is divided into four levels, namely the applica-
tion layer, the transmission layer, the perception layer,
and the sensing layer. The upper three layers constitute
a basic IoT architecture. Combined with CR technol-
ogy, a sensing layer is added to the three-layer archi-
tecture of the IoT, and the sensing layer provides an
empty spectrum bandwidth for data transmission [40].
The focus of this paper is to solve the security problem
of spectrum sensing in the sensing layer. In the coopera-
tive spectrum sensing scenario, the CRIoT is composed
of PU, FC, and N IoT devices. Among all IoT devices,
there are MIDs, and the number is M. In the process of
spectrum sensing, the number of NIDs is N-M. It senses
the usage status of a specific spectrum channel in the
sensing time slot, and sends the sensing report to the
FC faithfully. The FC makes a global decision on the
channel status based on all received reports, and then

sends the decision result to the IoT device. And MIDs
will choose to forge the perceived data, affecting FC to
make incorrect decisions. The signal received by one of
the IoT devices can be expressed as follows

Z; k] Hy

Yi[k] = {his[k] i b2 N (1)

The k;p, sensing time slot, the signal received by the
itn 10T device is Y;[k], the PU signal is S[k], Z;[k] is the
additive white Gaussian noise of the i, IoT device, and
Z;k] and S[k] are independent of each other.h; is the
channel gain of the communication between the i, IoT
device and the PU. Hj is the current frequency band is
free, and H; is the current frequency band is occupied
[41].

The test statistic T; of L samples of the i, sensor
node can be given by

L
7= Iy (2)
t=1

The local perception result G[¢] made by each sensor
node can be expressed as

if T <A )

A is the threshold of each sensor node.

After obtaining the perception results of all N ToT
devices, FC will use a certain integration strategy to
make a global decision. If FC finds the result of PU
existence, one of the IoT devices may start to trans-
mit data on this channel. When the FC finds that the
PU does not exist, the IoT device continues to perceive
whether the next channel is occupied.

3.2 SSDF attack model

In Figurel, the sensing layer of CloT may be subject
to malicious attacks from different IoT devices. These
MIDs may tamper with local sensing results, affect FC’s
global decision making, cause conflicts in the accessed
spectrum, and disrupt the normal network communi-
cation, causing system chaos. Therefore, in cooperative
spectrum sensing, identifying MIDs is very important
for FC to make correct decisions. Two indicators are
used in the SSDF attack to measure the performance
of local perception. py, it represents the probability of
false alarm, that is, detecting the presence of the PU
when the PU does not actually exist; pq, it represents
the probability of detection, and correctly detecting the
existence of the PU.



Fig. 1 System model

There are three main types of SSDF attacks launched
on the cognitive Internet of Things.
e "random yes” attack: When sensing that the PU does
not exist, MIDs send the local perception report as 1,
and the probability of conversion is pg1. When pg; = 1,
it is called an "always yes” attack.
e "random no” attack: When the presence of a PU is
sensed, MIDs send a local perception report as 0, and
the probability of conversion is p1g. When p1p = 1, it is
called a ”always no” attack.
e "random false” attack: MIDs reverse the local per-
ception report with a conversion probability of pg; or

p1o [42].

For three different attackers, because the behavior
and conversion probability of each attack are different,
the final detection probability and false alarm proba-
bility are also different. Not all attackers will definitely
launch an attack, and MIDs are not always aware of the
existence of the PU.With reference to three different
attack types, the detection probability and false alarm
probability of NIDs and three SSDF attackers can be
obtained.

For normal IoT devices, pf represents the detection
probability, p}{ represents the false alarm probability,
and the two probabilities are respectively given by

e = pa (4)

pf =ps (5)

For "random yes” attackers, use pf}y and p?’y to

represent the probability of detection and the probabil-
ity of false alarms, which are given by

P =pa+ (1 —pa) - por (6)

i =pr+ (1 =ps)po (7)

1 — pgq indicates the probability that the PU does
not exist when the PU is falsely detected, but the PU
actually exists. Assuming that the PU does not exist by

mistake is detected, the "random yes” attacker will send
a perception report as the PU exists, and the conversion
probability is pg1, so the probability that the PU is fi-
nally detected correctly is (1 —pg)- po1.pa represents the
probability of correctly detecting the existence of the
PU, and finally the detection probability of a ”random
yes” attacker is (6). 1 — py represents the probability
of correctly detecting that the PU does not exist. As-
suming that the PU does not exist correctly is detected,
the "random yes” attacker will send a perception report
that the PU exists, with a conversion probability of pg1,
so the final result is that the PU does not exist, but the
probability of incorrectly detecting that the PU exists
is (1 —py) - po1. py represents the probability that the
PU does not exist, but the existence of the false detec-
tion is detected, and the false alarm probability of the
"random yes” attacker is finally obtained as (7)[43].

Similarly, for a "random no” attacker, deN and p?N
are given by

1—pN =pg - pro+ (1 = pa) (8)

L—pf =ps-pro+ (1 —py) (9)
Similarly, for a "random false” attacker, deF and
p?F are given by

Pt =pa- (1 =pio) + (1 = pa) - por (10)

i =ps-(1=pio) + (1 —pg) - pon (11)

Note that at least one of formula pg; and pi is non-
zero, otherwise, the behavior of MIDs will be exactly
the same as NIDs in a statistical sense.

In the cognitive network of the sensor layer, if these
NIDs only exist in individual malicious devices, they
can be easily identified through FC’s decision fusion
standard. However, if the number of MIDs is too large,
the fusion strategy adopted by FC will fail, so other
methods must be combined to improve the detection
accuracy of the Fusion Center.

4 Model of resisting SSDF attack based on
Hidden Markov Model

4.1 Attack detection based on Hidden Markov Model

Hidden Markov Model is a time-related probability mod-
el. Its process is to randomly generate an unobservable
sequence of states from the Hidden Markov Model, and
then randomly generate observations from each state to
form an observation sequence [44].

In local spectrum sensing, @ = {q1, g2} is the hidden
state set of the channel, ¢y = 1 and ¢ = 0 represent
channel occupancy and idle respectively;V = {v1, va} is
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Fig. 2 NIDs HMM model
the channel state set of the spectrum sensed,v; = 1 and
vg = 0 respectively indicate that the results of spectrum
sensing are occupied and idle.q; represents the channel
state of the channel at the time slot t, and o; represents

the corresponding observation value. A = {a;;} is the
channel state transition probability matrix, where

aij = P(itt1 = qjlic = ¢;),1 <i,j <N (12)

B = {b;(k)} means the hidden channel state is g,
and the channel state detected by the cognitive user is
a conditional probability matrix of vy, where

bj(k) =Ploy =wvgliy =¢q;),1 <k <M, 1<j<N (13)

The initial channel state probability matrix © =
{mo, ™1}, where m; = P(iy = ¢;), 1 < 4,5 < N, rep-
resents the probability of being in state ¢; at the initial
moment.

Hidden Markov Model is determined by mw, A and
B, so HMM can be expressed as A = (7, A, B). The H-
MM models of honest users and three SSDF attackers
are Ag,\ry,\rny and Arp, respectively. The abnormal
perception behavior of users will cause the difference
between B in each model, but the parameters m and
A of these four HMMs are the same because all user-
s are perceiving the same frequency spectrum. There-
fore, the four HMM models can be expressed as Ay =
{7‘(‘7 A, BH}7>\RY = {7T', A, BRy},ARN = {71', A, BRN} and
Arr = {7, A, Bgrr}. Figure 2 and Figure 3 show the
HMM model of NIDs and ”"random yes” attackers, re-
spectively.

The MIDs in the CRIoT will tamper with the spec-
trum sensing data, so the data obtained by the final FC
may have been tampered with by the MIDs. These da-
ta are quite different from the data sensed by NIDs.A
priori data can be obtained through spectrum sensing,
and the result of spectrum sensing is used as the obser-
vation sequence O = (01, 09, ..., or) of the HMM. Based
on these known observation sequences, FC uses the for-
ward algorithm to calculate the different probabilities
of each IoT device P(O|Ag), p(O|Ary ), P(O|AgN) and
P(O|Ag).If FC calculates that the device’s P(O|Ay) is

o0

. Occupied Idle
9,=1 q,=
1 p,, 1 p/

”random yes” attacker HMM Model

Fig. 3

higher than other probabilities, the device is more likely
to be NID. Conversely, if the probability of p(O|Ary)
is the highest, then the device is likely to be an ”ran-
dom yes” attacker. The forward algorithm is expressed
as follows.

Define the forward variable as
Ot,it = qi|)\) (14)

Oét(i) = P(O],OQ, ceey

Among them,a;(¢) is the probability that the mod-
el observation sequence is 01,09, ...,0; and the state of
time slot t is ¢; under the premise that the model pa-
rameter A is determined.

The recursive process of the forward algorithm is as
follows.

e Initialize the parameters.

Ckl(l)zﬂ'lbz(Ol),l SZSN (15)
e Recursion.
N
o+1(7) lz Oét(l)am] bj(0t+1), 16
-1 (16)
1<t<T-1,1<j<N
e Termination.
P(O|\) = ZaT (17)

4.2 Detection algorithm based on Weighted
Combining in FC

In FC, we can get the perception report of each IoT
device and use the above Hidden Markov Mmodel to
calculate that a certain IoT device may be NID or
MID.The FC can make the following judgments. The
device reports to the FC that the PU exists. If it detects
that the device may be NID, it may correctly detect the
presence of the PU. The probability is pg . It may also
be detected incorrectly. The actual PU does not exist.
The probability is pJIII . If it is detected that the device



may be a "random yes” attacker, it may correctly de-
tect the presence of the PU, with a probability of pf¥’,
or may incorrectly detect the presence of the PU, but
the actual PU does not exist, with the probability p}%y.
Conversely, if the device reports to the FC that the PU
does not exist, if it detects that the device may be NID,
it may correctly detect that the PU does not exist, the
probability is 1 — p]{{ , or it may incorrectly detect that
the PU does not exist, and the PU actually exists, the
probability is 1 — p? . If it is detected that the device
may be a "random yes” attacker, it may correctly de-
tect that the PU does not exist, with a probability of
1-— pffy , or it may incorrectly detect that the PU does
not exist, and the PU actually exists, with a probability
of 1 — p?y.

We can use the different detection probabilities to
determine the different weights of each device to distin-
guish MIDs and NIDs in the Internet of Things.

H H
H_ Pa Py

= Pa _T7 18
YT ON T aN (18)
1—pd  1-pH
H _ d f
Yr T TN 2N (19)

wf and w}{ respectively represent the weights of the
NID perceiving the existence of the PU and perceiving
the absence of the PU.

If you calculate that an Iot device might be a”’random
yes” attacker, you can determine the weights in the same
way.

RY
¢ 2N 2N
1 RY 1— RY
Gt 7 - (21)

2N 2N

w) and w}v respectively represent the weights of

perceiving the existence of the PU and perceiving the
non-existence of the PU in the case of "random yes”
the attacker.

The "random no” attacker and the "random false”
attacker are the same as the above situation, and will
not be explained again. We will get different weights for
each IoT device, and add these weights, and the result is
positive means that the PU exists, and negative means
that the PU does not exist. The final decision F(w) can
be expressed as follows

F(w) = {va—l“” >0, My (22)

Zi]\;l w; <0, Hy
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5 Experimental simulation and analysis

In this section, we performed simulations to illustrate
the effectiveness of the method. In this simulation ex-
periment, we mainly use the MATLAB platform to set
the total number of IoT devices N=100, the number
of time slots T=1000, and set different py to simulate
different noise interference in the channel, and all co-
operative sensor nodes transmit their sensing data to
FC through ideal control channel. Initialize the four
modelsAy, Ary,Arn, and Agrp, initialize and A, set
Pd = 09, pr = 0.1 to get BH» BRY7 BRN7 and BRF~
The detection rate can be expressed as the rate at which
the channel state is correctly detected in a certain time
slot.

Figure 4 and Figure 5 show the changes in the detec-
tion rate as the number of MIDs continues to increase
in the case of "random yes” and ”random no” attack-
s. We compare our proposed method with the K rank
criterion. The K rank criterion is the fusion strategy
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adopted by most papers at present, that is, the system
can work normally when no less than K of the N de-
vices work normally. It can be seen from the detection
results that our detection method can distinguish be-
tween attackers and normal devices in IoT devices, and
the weighted combining algorithm we proposed is bet-
ter than the K rank criterion. The detection method
is effective when MIDs account for less than 80% of
the total, but as the number of MIDs continues to in-
crease, the detection rate drops rapidly, because when
the number of MIDs is too large, the result of spectrum
sensing is unreliable.

Figure 6 shows that the detection rate varies with
the number of MIDs under the "random false” attack. It
can be seen that the detection method is effective when
MIDs account for less than 50% of the total. Howev-
er, as the number of MIDs continues to increase, the
detection rate drops rapidly. The experimental results
show that the opposite sensor data will cause greater
harm to the fusion process. This is because when there
are more than half of the attackers in the IoT device,
the "random false” attacker will get the data flipped,
which affects the judgment of FC.

Change the attack frequency of the attacker. Under
the "random yes”, "random no” and "random false” at-
tacks, we set three different attack frequencies for com-

parison.

Figure 7, Figure 8 and Figure 9 respectively show
the changes in the detection rate of different attack fre-
quencies under the "random yes”, "random no” and
"random false” attacks as the number of MIDs contin-
ues to increase. It can be seen that as the frequency of
attacks increases, the detection performance decreases.
The increase in the frequency of attacks means that the
MIDs will have a greater possibility of launching an at-
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Fig. 7 The relationship between the detection rate of differ-
ent attack frequencies and MIDs under "random yes” attacks
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Fig. 8 The relationship between the detection rate of dif-
ferent attack frequencies and MIDs under the "random no”
attack
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Fig. 9 The relationship between the detection rate of dif-
ferent attack frequencies and MIDs under "random false” at-
tacks
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Fig. 10 The relationship between different py detection rates
and MIDs under "random yes” attacks
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Fig. 11 The relationship between different pg detection rates
and MIDs under "random no” attacks

tack, so the probability of an attack will increase, which
will affect the detection rate.

Figure 10, Figure 11 and Figure 12 respectively show
the changes in the detection rate of different py as the
number of MIDs continues to increase under the "ran-
dom yes”, "random no” and ”"random false” attacks. It
can be seen that as pg increases, the detection rate is
also increasing. pq is the probability of correctly detect-
ing the existence of the PU. Because of the interference
of the noise in the channel, we may not be completely
accurate in the detection of the existence of the PU, be-
cause different signal-to-noise ratios in the channel will
lead to different py, which further leads to a detection
rate low when there is no noise.

6 conclusion

This paper proposes a cooperative spectrum sensing
strategy based on the weighted combining of Hidden
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Fig. 12 The relationship between different pg detection rates
and MIDs under "random false” attacks

Markov Model to defend SSDF attacks from malicious
devices in the IoT. This method uses the Hidden Markov
Model to detect the probability of malicious attacks on
each device node and reports it to FC. FC assigns a
reasonable weight value based on the evaluation of the
submitted observation results, so as to avoid FC from
making wrong decisions and correctly judging the chan-
nel status.

This paper studies the performance parameters of
the detection rate under three different attacks with the
increase of malicious devices, and compare our algorith-
m with the traditional K rank criterion. Our algorithm
can use Hidden Markov Model to determine the weight,
so that the final decision made by FC is closer to the
accurate value. In the future, we will further optimize
our detection model to improve the detection rate in the
case of more malicious devices. In addition, the combi-
nation of cognitive radio and IoT will be further studied
to solve more security problems in CIoT.
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